
REPLACEMENT SHEET 

Tide: TRUST LEVEL BASED PLATFORM ACCESS REGULATION ACCESS REGULATION APPLICATION 

lnventor(sy. Michad Ginsberg Serial No.: 09/671^88 



10 



20 



OPERATING 

SYSTEM 
COMPONENT 



I 



16 



ANALYZING 
COMPONENT 



18 



TRUST LEVEL 



RESTRICTED 
AREA 



14 




MODULE 



13d 




Fig. 1 



REPLACEMENT SHEET 

itle: TRUST LEVEL BASED PLATFORM ACCESS REGULATION ACCESS REGULATION APPLICATION 

Inventoris): Michae! Ginsberg SeriaLNo.: 09/671^88 









OPERATING SYSTEM COMPONENT 


^—42 




ANALYZING COMPONENT 


V_44 




MODULES SECTION 


V_46 




FILES SECTION 






^—40 




TRUST LEVEL 









14 



Fig. 2 



REPLACEMENT SHEET 

tie: TRUST LEVEL BASED PLATFORM ACCESS REGULATION ACCESS REGULATION APPLICATION 
Inventor(s): Michael Ginsberg Serial No.: 09/671^88 



12 



68 



MODULE 



^ X 



API 



52 



RESTRICTED 
AREA 



TRUST LEVEL 



r 



18 



Fig. 3a 




REPLACEMENT SHEET 

Title: TRUST LEVEL BASED PLATFORM ACCESS REGULATION ACCESS REGULATION APPLICATION 

lB\entor{s): Michael Ginsberg Serial No.: 09/671^88 




70C 



70B 



7 



70A 



READ/WRITE 



READ/WRITE 



READ/WRITE 



WRITE 



WRITE 



READ ONLY 



READ ONLY 



OPERATING SYSTEM 



70C 



^70B 



70A 



TRUST LEVEL 



72 



REGISTRY 



DISTRIBUTED 
PLATFORM 



68 



Fig. 3b 



REPLACEMENT SHEET 

Title: TRUST LEVEL BASEd PLATFORM ACCESS REGULATION ACCESS REGULATION APPLICATION 

laventoris). Michael Ginsberg Serial No.: 09/671^88 



OPERATING SYSTEM 




DISTRIBUTED 
PLATFORM 



Fig. 4 




REPLACEMENT SHEET 

Title: TRUST LEVEL BASED PLATFORM ACCESS REGULATION ACCESS REGULATION APPLICATION 

\n\entor{s)i Michael Ginsberg Serial No.: 09/671^88 







DLL 










Fully Trusted 


Run Restricted 


Fail To Load 


APPLICATION 


Fully Trusted 


Fully Trusted 


Load Fails 


Load Fails 




Run Restricted 


Run Restricted 


Run Restricted 


Load Fails 




Fail To Load 


Load Fails 


Load Fails -""^ 


Load Fails 



Fig. 5 




REPLACEMENT SHEET 

TRUST LEVEL BASE^pATFORM ACCESS REGULATION ACCESS^GULATION APPLICATION 
Inventoits): Michael Ginsberg Serial No.: 09/67M88 



S 



start' ^ 



RECEIVE SIGNAL THAT MODULE DESIRES 
ACCESS TO PLATFORM 



110 





_ REPLACEMENT SHEET 

itie: TRUST LEVEL BASED PLATFORM ACCESS REGULATION ACCESS REGULA*riON APPLICATION 

Inventor(s): Michael Ginsberg Serial No.: 09/671^88 



START ^ 



YES 




NO 



STREAM MODULE TO 
ANALYSIS PROGRAM 



134 



SET TRUST LEVEL TO 
FULLY TRUSTED 



132 YES 




YES 




142 



SET TRUST 
LEVEL TO FULLY 
TRUSTED 



SET TRUST 
LEVEL TO FAIL 
TO LOAD 



144 



SET TRUST 
LEVEL TO RUN 
RESTRICTED 



LOAD MODULE 



J 



146 



FIG. 7 



